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Newsletter item 
Know your privacy obligations under the Anti-Money Laundering / Counter-Terrorism 
Financing (AML/CTF) Act: Updated OAIC guidance 

The Office of the Australian Information Commissioner (OAIC) has released updated Privacy 
guidance for reporting entities under the Anti-Money Laundering and Counter-Terrorism Financing 
Act 2006 (AML/CTF Act). 

The guidance provides clear direction to businesses about what personal information they may 
collect, how they must protect it, and when it must be deleted, supporting stronger integrity and 
transparency across the AML/CTF regulatory framework. 

The updated guidance is designed to support an expanded range of businesses that will soon fall 
under the Privacy Act 1988 (Privacy Act) as part of the AML/CTF reforms. 

From 1 July 2026, real estate professionals, dealers in precious metals and stones, and 
professional service providers such as lawyers, conveyancers, accountants, and trust and 
company service providers (also known as ‘Tranche 2’ entities) will be brought into the Privacy Act. 

Changes for current reporting entities (‘Tranche 1’ entities) will also take effect from 31 March 
2026, which may affect the types and volume of personal information that is handled for AML/CTF 
purposes, depending on the customer risk. 

The guidance clarifies that reporting entities must only collect personal information that is 
reasonably necessary to comply with AML/CTF obligations and perform their broader 
organisational functions. From 31 March 2026, and from 1 July 2026 for tranche 2 entities, 
businesses should not retain copies of full ID documents for AML/CTF record-keeping purposes. 
The AML/CTF regime does not require copies full ID documents to be kept, and entities obligations 
under the Privacy Act require them to minimise the data they’re retaining. 

Entities must also have clear and accessible privacy policies and collection notices explaining how 
personal information is handled – unless issuing a notice would breach statutory tipping-off 
restrictions. 

The OAIC has developed a Privacy Essentials Checklist for AML/CTF reporting entities to prepare 
for key privacy obligations. The OAIC encourages all reporting entities and their authorised agents 
to review the guidance along with the Australian Privacy Principles Guidelines, AUSTRAC’s 
guidance on AML/CTF reforms- external site as well as AUSTRAC’s Program Starter Kits- external 
site. This will help to ensure a consistent and compliant approach. 

  

https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/privacy-guidance-for-reporting-entities-under-the-anti-money-laundering-and-counter-terrorism-financing-act
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/privacy-guidance-for-reporting-entities-under-the-anti-money-laundering-and-counter-terrorism-financing-act
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/privacy-guidance-for-reporting-entities-under-the-anti-money-laundering-and-counter-terrorism-financing-act
https://www.oaic.gov.au/__data/assets/pdf_file/0022/261319/AMLCTF-Guidance-Checklist.pdf
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/privacy-guidance-for-reporting-entities-under-the-anti-money-laundering-and-counter-terrorism-financing-act
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-guidelines
https://www.austrac.gov.au/amlctf-reform
https://www.austrac.gov.au/reforms/program-starter-kits
https://www.austrac.gov.au/reforms/program-starter-kits
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Social media post 
The OAIC have released updated privacy guidance for reporting entities under the Anti-Money 
Laundering and Counter-Terrorism Financing Act 2006 (AML/CTF Act). 

As Australia's AML/CTF reforms roll out, organisations are seeking clarity on how to balance 
regulatory compliance with best-practice privacy.  

The guidance provides clear direction to businesses about what personal information they may 
collect, how they must protect it, and when it must be deleted, supporting stronger integrity and 
transparency across the AML/CTF regulatory framework. We have also developed a privacy 
essentials checklist for AML/CTF reporting entities to prepare for key privacy obligations.  

Read the guidance and access helpful resources on the OAIC website: 
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-
agencies/organisations/privacy-guidance-for-reporting-entities-under-the-anti-money-laundering-
and-counter-terrorism-financing-act#section-relevant-resources 

More businesses will soon fall under the Privacy Act 1988 as part of the AML/CTF reforms. 

  

https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/privacy-guidance-for-reporting-entities-under-the-anti-money-laundering-and-counter-terrorism-financing-act#section-relevant-resources
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/privacy-guidance-for-reporting-entities-under-the-anti-money-laundering-and-counter-terrorism-financing-act#section-relevant-resources
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/privacy-guidance-for-reporting-entities-under-the-anti-money-laundering-and-counter-terrorism-financing-act#section-relevant-resources
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